
Printing instructions for Internet  
Security at Work tip card and poster

How to print the tip card
To print on an office printer or at your local copy shop  
(black and white or color)
You can print the tip card on two sheets of paper or double-sided. You can leave it as is with 
wide margins, or trim to its finished size. You can also print it double-sided on card stock for a 
more durable piece.

 File: Top Tips for Internet Security at Work.pdf

To print and produce professionally
Following are the specifications for printing the tip card in full color in the United States using 
a professional printer. Please use paper and ink equivalents for your region. 

(Note: When you open the file, you’ll see pink marks in the document—these show the printer 
where to trim.)

 File: Top Tips for Internet Security at Work with crop marks.pdf.

 Ink: Two sides. Print four-color process + satin aqueous coating.

 Paper: White Sterling Dull 100# cover.

 Finish (optional): Die cut round corners and knock out one hole in the center.  
Apply one ¼-in. silver eyelet (grommet).

 Finished size: 5.75 in. by 8.75 in. (146 mm by 222 mm).

How to print the poster
1. Open the poster, Internet Security Begins with You Poster.pdf.

2. Complete each field: location, date, time, and contact details. Your typing will replace the 
instructions.

3. If you want to reuse the poster with the same details, save the file with a new name.

4. Print the poster on 11 in. by 17 in. paper. Outside of the United States, use A3 paper  
(297 mm by 420 mm).

Top Tips for Internet Security at Work
1 Defend your computer

Strengthen your computer’s defenses. Keep all software (including your web 
browser) current with automatic updating (or follow the directions of IT staff). 
Install legitimate antivirus and antispyware software. Never turn off your fi rewall. 

Don’t be tricked into downloading malicious software. Stop and think before 
you open attachments or click links in unusual email, text, or instant messages 
(IM), on social networks, or in random pop-up windows. If you’re unsure if a 
message is legitimate—even from a coworker—contact the sender to confi rm 
using a different device and another account.

2 Protect company data and fi nancial assets
 Don’t put confi dential information in email, instant, or text messages; they 
may not be secure.

 Beware of scams. Never give information like an account number or password 
in response to a phone call, or email or other online request.

 For the most sensitive transactions—Automated Clearing House (ACH) 
payments, payroll, and the like—consider a dedicated computer not used for 
email or web browsing.

3 Create strong passwords and keep them private
 Lock devices, company routers, and online accounts with strong passwords 
or PINs. Strong passwords are long phrases or sentences and mix capital and 
lowercase letters, numbers, and symbols.

 Don’t disclose passwords or PINs to coworkers.

 Use a unique password on each account or device containing personal or 
business data, and change them regularly. 

4 Guard company data when you’re on the go
Treat all public Wi-Fi networks as a security risk.

 Choose the most secure option—it could include password-protection or 
encryption—even if you have to pay for it. 

 Confi rm the exact spelling of the wireless network you’re connecting to—
beware of clever (slightly misspelled) fakes, such as www.micrsoft.com.

 Encrypt all confi dential data on smartphones, laptops, fl ash drives, and other 
portable devices in case they’re lost or stolen. 

 Never make fi nancial and other sensitive transactions on any device over 
public wireless networks.

Use fl ash drives carefully. Minimize the chance that you’ll infect your company 
network with malware: 

 Don’t put any unknown fl ash (or USB) drive into your computer.

 On your fl ash drive, don’t open fi les that are not familiar.
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Location:  

Date:   Time:  

Contact:   

Your gateway to the latest information from Microsoft about how to work more 
securely on the Internet and better protect company, customer, and personal data: 
www.microsoft.com/security.
1012 PN 098-117574 

Internet Security at Work   

Safeguarding company information depends 
on the commitment, cooperation, and 
Internet security know-how of all employees.

Find out what you can do to help:

 Secure your computer against Internet risks
 Protect company data and fi nancial assets
 Guard company information when you’re 
on the go

Please join us!

Begins with You

http://go.microsoft.com/?linkid=9682633
http://go.microsoft.com/?linkid=9686174
http://go.microsoft.com/?linkid=9817860

